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Step 5 - Policies

e Click Policies in main menu.

e Click New button (from Untrust to trust zone)
- Source Address: 192.168.10.0/24
- Destination Address: 10.10.10.0/24
- Services: Any

e C(Click OK.

Figure 108 - Policies from untrust to trust zone

e C(lick Policies in main menu.

e Click New button (from trust to untrust zone)
- Source Address: 10.10.10.0/24
- Destination Address: 192.168.10.0/24
- Services: Any

e C(lick OK.

USER MANUAL 106



(S senexo

GWR-I Industrial Cellular Router Series

L ]
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192168.10.0/24  ~ | [ sustuipte |

Figure 109 - Policies from trust to untrust zone
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OpenVPN tunnel between GWR-I router and OpenVNP server

Overview

OpenVPN site to site allows connecting two remote networks via point-to-point encrypted tunnel.
OpenVPN implementation offers a cost-effective simply configurable alternative to other VPN technologies.
OpenVPN allows peers to authenticate each other using a pre-shared secret key, certificates, or
username/password. When used in a multiclient-server configuration, it allows the server to release an
authentication certificate for every client, using signature and Certificate authority. It uses the OpenSSL
encryption library extensively, as well as the SSLv3/TLSv1 protocol, and contains many security and control
features. The server and client have almost the same configuration. The difference in the client configuration
is the remote endpoint IP or hostname field. Also the client can set up the keepalive settings. For successful
tunnel creation a static key must be generated on one side and the same key must be uploaded on the
opposite side

OpenVPN configuration

Open VPN is established between one central locations and three remote locations with Geneko router
configured in TCP client mode. Authentication used is pre-shared key.

e Lan interface:
=y 192.168.11,
182.168.11.2

eI W S (R Internet
FLC
162 168 12.2

Open VPN
Server

IP address

LAN intarfaca: 134.45.22.1
192.168.13.1
LAN
Network
192,168.2.0/24

(T

Nl
Figure 110- Multipoint OpenVPN topology

Configuration

1. Open VPN server is in TCP listening mode and it is reachable from the internet over static public IP
address 134.45.22.1 and TCP port 1194 (default Open VPN port)
2 Configuration file in Open VPN server is applied in following way:
a) Open any Text Editor application and make configuration txt file.
In this example configuration file looks like this
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proto tcp-server TCP server protocol mode

dev tun dev tun mod of Open VPN server

ifconfig 2.2.2.12.2.2.2 Local and remote IP address of the Open VPN
tunnel (both addresses must be within

255.255.255.252 subnet)
dev-node adap1 Selection of virtual network adapter named adapl
secret key.txt Implementing file with pre-shared secret named
key.txt
ping 10 Keepalive
comp-Izo LZO compression enabled
disable-occ disable option consistency

b) Save configuration file in C:\Program Files\ OpenVPN\ config as name.ovpn file.
It is OpenVPN configuration file directory and you can reach it directly through Start
menu>OpenVPN where you get options:

s OpenvPN GUI

4.5“\1 rinstall OpenyPh

Add a new TAP-Win3z2 virtual ethernet adapter
Delete ALL TAP-WIN32 virtual ethernet adapters
ﬂ Generate a skatic JpenyPN key

[ OpenvPM configuration file directary

] operwPM GUI ReadMe

(=) OpenVPM log file directory

:E Cpeny'PM Manual Page

[ ©penyPM Sample Configuration Files

& OperWPM Weh Sie

] OperyPM Win32 README
Figure 111 - OpenVPN application settings

c) Generate a static OpenVPN key from the menu above. File will be automatically Saved in
Open VPN configuration file directory. Configuration file and pre-shared key must be in
same directory.

d) If you have more remote locations every location has to have its own configuration file with
different remote interface IP address and virtual network adapter. Second virtual network
adapter you can create by selecting “Add a new TAP-Win32 virtual ethernet adapter”. The
same way you can create the third virtual adapter . Name virtual adapters as adapl, adap2
and adap3 .

For example configuration file for second remote location can be:

proto tcp-server

dev tun

ifconfig 2.2.2.52.2.2.6
dev-node adap2

secret key.txt

ping 10

comp-Izo

disable-occ
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Only difference to previous configuration is 2.2.2.5,2.2.2.6
(IP address of local and remote interface) and dev-node adap?2.
Configuration file for third remote location is:

proto tcp-server

dev tun

ifconfig 2.2.2.9 2.2.2.10
dev-node adap3

secret key.txt

ping 10

comp-1zo

disable-occ

All three configuration files (e.g. Serverl.ovpn, Server2.ovpn, Server3.ovpn)
have to be saved in same directory C:\ Program Files\ OpenVPN\ config. Name
of configuration file is name of your OpenVPN tunnel.

e) Workstation where OpenVPN server is installed should have ip route to
subnet which is on the other end of the OpenVPN tunnel. This subnet is
reachable over remote OpenVPN interface which is in this case 2.2.2.2.
Enter following command in the command prompt:

route —p add 192.168.11.0 mask 255.255.255.0 2.2.2.2
first remote location

route —p add 192.168.12.0 mask 255.255.255.0 2.2.2.6
second remote location

route —p add 192.168.13.0 mask 255.255.255.0 2.2.2.10
third remote location

2.  GWR-Irouter is configured with SIM card which has internet access. Configuration
of OpenVPN is following;:

USER MANUAL 110



G GENeKo _ |
GWR-I Industrial Cellular Router Series

Add New Tunnel

Tunnel Number 1
Tunnel Narme Test
Enable

OpenVPN Settings

Interface Type TUN (v

Authenticate Mode pre-shared secret v

Encryption Cipher BF-CBC (128 hif) v

Hash Algorithm RSASHAT (160 bif -

Protocol UDP connect

UDP Port 1194

LZ0 Comprassion

MAT Rules O

Keep Alive

Ping Interval 30 580
Ping Timeout 1} 580
Max Fragrment Size 1300 bytes

-
® Generate PSK

OPaste PSK

¥ (o] (o)

Pre-shared Secret

Caution: On some @SM/UMTE networks, recommended time for Keepalive Ping Interval is grater than 10 seconds,

Local / Remote Group Settings

Remote Host or IP Adress 134586221

Redirect Gateway O

Tunnel Interface Configuration manual configuration v
Lacal Interface IP Address 2.2.2.2

Rermote Interface IP Address 2.2.21

Back [ Reload ][ Save

Figure 112- OpenVPN GWR-I settings

Where pre-shared secret you paste from the key.txt file which you generate on OpenVPN server.

In routing table static ip route to local OpenVPN server network (in this case it is 192.168.2.0/24) should be
entered.

Enable Dest Network Netmask Gateway Metric | Interface | Action
0.0.0.0 n.0.0a * 1 ppp_0 v || Rem
192.168.2.0 255.265.255.0 * 1 tunl || Hem

Figure 113- Static routes on GWR
TUNT1 interface isn’t available before you start the OpenVPN tunnel so you must start it first

That accomplishes configuration of the GWR regarding establishing the OpenVPN and routing through it.

Implementation

You start Open VPN tunnel on server side by right click on the icon in notification bar. You choose Open
VPN tunnel (Serverl) and click Connect. The same procedure repeat for Server2 and Server3.

Conneck
Servers »
Servers 4
Wiew Log Proxy Settings
Edit Config
Change Passward Ab_DUt
Exit

Figure 114- Starting OpenVPN application
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When OpenVPN tunnel is up on the Open VPN server you should get following notification:

er Serverl is now connected.
Assigned IP; 2.2.2.1

Figure 115- OpenVPN status on PC

On the GWR side status of the OpenVPN tunnel should be established.

No.| Name| Enabled Status Auth. Mode BAdvanced |F
1 | Test yes |established | pre-shared secret | LZOMAT KA,

Figure 116- OpenVPN status on GWR

Portforwarding — example

Portforwarding feature enables access to workstations behind the router and redirecting traffic in
both traffic flow directions - inbound and outbound. Direction is selected by interface - PPP0 for inbound
(WAN -> ETHO) and ETHO for outbound traffic (ETHO ->WAN).

In the following example there are three types of access to LAN network enabled, every workstation
with different service allowed from the outside. LAN is accessed through the WAN IP of the router. Second
and forth rule have additional limitation per source IP address of the incoming packets. The forth defined
access flow is redirecting all WEB traffic from the local workstation to one outside IP address, web
authentication server for example.

Implemented rules are following:

1. Traffic destined to WAN IP by port 5022 is forwarded to workstation 192.168.1.2 and port
22. Result - SSH is accessible from the outside to the first workstation
2. Traffic destined to WAN IP by port 8080 is forwarded to workstation 192.168.1.3 and port

80. Result - WEB is accessible from the outside to the second workstation. This rule is
limited only to traffic coming from the 172.16.234.0/24 subnet

3. Traffic destined to WAN IP from port range 300:400 is forwarded to workstation
192.168.1.4 to port 12345
4. WEB traffic from the workstation 192.168.1.5 is forwarded to one outside IP address

(212.62.49.109 for example)

If Source IP and Source Netmask fields are empty stated entry is applied to all incoming packets.
When PPPO interface is selected Destination IP and Netmask are predefined to WAN IP and subnet 32 and
cannot be changed.

On the following picture are marked traffic flows stated above.
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WEE to
authentication
server

192.168.1.5
55H access to

192.168.1.2
S— > 192.168.1.2 ; 22 f ?

WER access fo

192.168.1.3 i | 192.168.1.3:80 __@
Access to
e ]
182.168.1.4: 123/—% ?

192.168.1.4
Figure 117— Portforwarding example

Portforwarding is configured on the ROUTING page selected from the main menu. Configuration of
the examples described above is presented in the following picture:

Forwarding

Enable MNetwork Address Translation (NAT)

Forward TCP/UDP connections from external networks to the following internal devices

Enable| Protocol | Interface Source IP Source Net k| Destination IP | Destination Net k| Destination Port| Forward to IP [ Forward to port| Action
TCP ||| ppp0 > 5022 192.168.1.2 22 Rem
TCP ||| ppp0 || 172.27.234.0 265.266.265.0 8080 192.168.1.3 a0 Rem
TCP ~ ||| pppd & 300:400 192.168.1.4 12345 Rem
TCP » ||| ethD  »|| 192.168.15 265.266.266.255 |((0.0.0.0 0.0.00 a0 212.62.49.109 a0 Rem
O |[Tcr «||[etho » Add

" Destination Fort: can alse be defined as a range, e.g. 2026:2027, which means destination ports are 2026, 2026 and 2027

Figure 118- GWR portforwarding configuration

Serial port — example

For connecting serial devices from remote locations to central location serial transparent conversion
can be used. Serial communication is encapsulated in TCP/IP header and on the central location is
recognized by the Virtual COM port application. This way serial communication is enabled between two
distant locations.

In the picture below serial communication is achieved over GWR router in client mode on remote
location and Virtual COM port application on central side. On GWR router RS-232 is used. As application is
in server mode, IP address of the workstation has to be accessible from the router. In this example that is IP
address 96.34.56.2 . GWR routers supports both server and client mode, so GWR routers can be used on both
side of communication link (one in server and one in client mode).
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b |

Server - Virtual COM port GWR - client
application
st [ s s e |
:4'
P | l

RS232 serial _
N

Figure 119- Transparent serial connection

1. Settings on GWR router

From the main menu on the left side of web interface option SERIAL PORT should be selected and
following page is displayed.

wabln al
3 Sariad part cvar TERAJOP satlings.
I Madbus gateway settings

Faland Sove |
Figure 120- GWR Serial port settings

Option SERIAL PORT OVER TCP/UDP SETTINGS is used for configuration of transparent serial
communication. Configuration parameters are presented in picture below

Serial Port 1 Settings

General Settings

O Digable all

© Serial port over TCPAUDP settings
O Modbus gateway settings

Serial Port 1 Settings

Standard
Bits per second 57600 v
Diata bits
party
Stop bits
Flaw control

TCP/UDP Settings

Protocal
Mode
Sener IP address
Connect to TCP port
Type of sacket

[ Enable local echa

Enable tirmeout sac

Keepalive Settings
Check TCP connection

Kepalive idle time

ra
=
0
©
o

0
©
o

Kepalive interval

Log Settings
Log level level 1 v
Status started

Figure 121- GWR settings for Serial-to-IP conversion

USER MANUAL 114



G GENeKo _ |
GWR-I Industrial Cellular Router Series

General Settings
e Serial port over TCP/UDP settings

Serial port settings
e Standard: RS-232
e Bits per second: 57600
e Data bits: 8
e Parity: none
e Stop bits: 1
e Flow control: none

TCP/UDP Settings
e Protocol: TCP
e Mode: client
e Server IP address: 96.34.56.2 (IP address of server)
e Connect to TCP port: 1234
e Type of socket: raw
e Enable local echo: Disabled
e Enable timeout: 3600 sec

Keepalive Settings
e  Check TCP connection: Enable
e Keepalive idle time: 120 sec
e Keepalive interval: 60 sec

Log Settings
e Loglevel:level 1

When serial port is configured button SAVE should be selected and STATUS of the service should change to
started like on the picture above.

2. Application settings

In this example is used application HW Virtual Serial Port which is installed on workstation on central
location. When application is started on Settings tab option “HW VSP works as the TCP Server only” should
be enabled.
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HW Virtual Serial Port X

Witual Serial Part | UDF Search | Binarp 140 Seftings ILicense}

TE& Key WYT
v NVT Enable
3: | 090&0B0C
[ HWT Filter
2: 06060703 4: |090&0B0C
v MWT Fart Setup
[T Use TEA Auth. v Keep Connection

v Log files enabled

Iv Hw %S5P works as the TCP Server only

[ Create WSP Part when Hiw' WSP startup

[~ Hide ta Tray when Hw WSP startup

[v Don't create YSP Portif Ping ta remote device failed
[v Connect to device, even it VSP Port iz closed

v Automatically renew connection, after connection lost
[~ Start HW V'SP with YWindows startup

Save Settings Maw | @ FReport WSP Setting ‘
Final Hetworking products
group
wrurve HW-group.com @
Version 2.4 L Embedded Ethemet bevices

Figure 122- Virtual COM port application

In Virtual Serial Port tab settings should be following:

HW Virtual Serial Port 3
Wirtual Serial Port IUDP Search] Emalyl/U] Seltmgs] Llcense}

WS Port Status

‘ J | Status Created
Baud:

[ | [ Bits

MYT 2217: Yes  Device Mode: Client | Parity

Ethemet Status Stop Bits : -

Client Cornection : - Handtiow :

Server Connection : Listen FixBytes: 0

RiBytes: 0 TuBytes: 0 TuBytes: 0

‘ X Delete COM | ¥ Hide ‘

4/18/2013123:31:17 : Sending test ping to device
4/18/201313:31:17 - Yirtual serial port COM10 created

Final Metworking products
group
wurw. HW-group.com @

Version 2.4 L Embaddzd Ethemet Davices

Figure 123- Settings for virtual COM port

e [P address: - (not used in server mode)
e DPort: 1234

e Server Port: 1234

e Port Name: COM10 (random selected)

After “Create COM” is activated if everything is alright in log will be shown message that port
COM10 is created, like in picture above. In communication with remote serial device COM10 should be
selected on workstation.
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Firewall — example

Firewall implemented in GWR routers has numerous options for matching interesting traffic. Traffic
flow is controlled through the router with three actions triggered by firewall:
1. ACCEPT - traffic is passed through the router without any changes implemented
2. REJECT - traffic is blocked with ICMP error messages
3. DROP - traffic is blocked without any error messages, connection is retried until ~ the threshold
for retransmission is exceeded

By default all traffic is PERMITTED. To block all the traffic not defined under stated rules last entry in
firewall table should be DROP ALL.

Rule priority defines order by which router matches inspected packets. After first match between rule
and packet, no other rule is compared against matched traffic.

Firewall has 17 predefined rules for the most common usage. These 17 rules are following:

1. Allow ALL from local LAN
All traffic originating from local subnet is allowed to access router Ethernet interface. It is important to
keep this rule enabled to prevent losing local management interface.

2. Allow already established traffic
For inbound TCP only. Allows TCP traffic to pass if the packet is a response to an outbound-initiated
session.

3. Allow TELNET on ppp_0
Accepts telnet connection from the outside to router's WAN interface, for management over CLI
interface

4. Allow HTTP on ppp_0
Accepts WEB traffic from the outside to router’'s WAN interface, for management over WEB interface

5. Allow PING on ppp_0-with DDoS filter
ICMP traffic to WAN interface of the router is allowed with prevention of Distributed Denial-of-service
attack

Allow RIP protocol
6. Allow RIP on ppp_0
7. Allo RIP on ppp_0 - route

Allow GRE protocol
8. Allow GRE tunnels on ppp_0
9. Allow GRE Keepalive on ppp_0

Allow IPSec protocol

10. Allow IPSec tunnels on ppp_0 - protocol
11. Allow IPSec tunnels on ppp_0 - IKE

12. Allow IPSec tunnel on ppp_0 - IKE_NATt

Allow OpenVPN protocol
13. Allow OpenVPN tunnels on ppp_0 - UDP
14. Allow OpenVPN tunnels on ppp_0 - TCP

15. Allow SNMP on ppp_0
SNMP requests are allowed to be sent to the router over WAN interface
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16. Allow MODBUS on ppp_0
MODBUS conversion over default port UDP 502 is permitted

17. REJECT all other traffic

All packets which are not stated as ACCEPT in previous rules are denied. If this rule is not enabled
all packets which are not stated as DROP/REJECT are permitted.

In following example 8 traffic flows are defined under firewall rules. In the picture presented with green
are marked permitted packets and with red blocked.

Incoming traffic

Firewall
Telnet
ICMP -~
IPSec 758 WEB to
- authentication server
SSH = =
= . Access from LAN
WEB o -
FTP

Y

Figure 124~ Firewall example

Firewall is enabled in SETTINGS>FIREWALL page. Page for firewall configuration is presented in the
following picture:

Furiwall
T Fitewall Genet al Settiogs
[

Firewall fubes

Apply Fuls

Figure 125 - Initial firewall configuration on GWR
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Firstly firewall should be enabled, that is done by selecting:
Firewall General Settings>Enable

Firewall can be configured by enabling or editing existing, predefined rules or by adding new one.
Firewall is configured in following way:

1. Telnet traffic is denied

Select predefined rule number 3. Configuration page like on picture below is shown.

Firewall Rules (71 Help

Firewall Rule Basics

Rule name Deny TELNET on ppp_0

Ensble

Firewall Rule Settings

Chain INPUT

Service TELNET

Protocal TCP

Port 23

Input interface ppp_0

Qutput interface

Source addrass Any [=]
Invarted source address rule logic

Destinzstion sddress Any [=]
Invartad destinstion sddress rule logic

Packet state NEW

Folicy REJECT Rejact-with |icmp-port-unreachable

Distributed Denial Of Service

[ Ensble

Maximum sverage matching rate

Msaximum initial number of packets to match

Figure 126 - Filtering of Telnet traffic

ENABLE option should be selected to have this rule active. To deny Telnet traffic POLICY should be
changed from ACCEPT to REJECT (ICMP error message type can be selected when policy reject is selected).
After that SAVE button should be pressed and user is returned to main configuration page.

2. ICMP traffic is denied from all IP addresses except 212.62.38.196

New rule should be added by selecting ADD NEW RULE button. Policy should be configured in
following way:

- Rule name: Deny PING to ppp_0 interface
- Enable: selected

- Chain: INPUT

- Service: Custom

- Protocol: ICMP

- ICMP-Type: echo-request

- Input interface: ppp_0

- Source address: Single IP ; 212.62.38.196

- Inverted source address rule logic: selected
- Destination address: Any

- Packet state:t NEW

- Policy: REJECT

- Reject-with: icmp-port-unreachable
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Configuration should be like on the picture below.

Firewall Rule Basics

Rule name |Deny PING to ppp_linterface
Enable
Firewall Rule Settings
Chain INPUT &
Senice
Protocal ICMP 3 ICMP-type
Fort AllfUndef
Input interface ppp_0 v
Qutput interface
Source address [Singla IP v 212.62.38.196

[l Inverted source address nile logic
Destination address

Inverted destination address rule logic

Packet stat
Paolicy REJECT & Reject-with | icmp-port-unreachable v

Distributed Denial Of Service

[ Enable
Maximum average matching rate

Maximum initial number of packets to match

|

Figure 127 - Filtering of ICMP traffic

[ Back ][ Feload ][ Save

After configuration is finished SAVE button should be selected and user is returned to main
configuration page. Priority of rule is changed by selecting number in drop-down menu. In this example

number 4 is selected.

3. ICMP traffic is allowed from single IP addresses

With firewall rule configuration shown above, IP address stated in Source address field is excluded
from REJECT policy but in order to allow ping from that IP address it has to be matched with another rule.
Configuration of appropriate rule for allowing ping traffic originating from precise IP address is shown

below

Firewall Rules (71 Help

Firewall Rule Basics

[ Inverted source address rule logic

Destinstion sddress
Inverted destination address rule logic

Rule nsme Allow ping

Enable

Firewall Rule Seftings

Chain INPUT [*]

Service Custom [=]

Protosal [ =] CMPrype
Port All'Undef

Input interfsce

Output interiace

Source address. 21262.38.1%6

Packet stste LISTA—
Policy ACCEPT [*]
Distributed Denial Of Service

[ Enable

Maximum everage matching rate [
Maximum initial number of packets to match [ |

[ Back |[ Reload |[ Sawe |
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Figure 128 - Allowing ICMP traffic

After configuration is finished SAVE button should be selected and user is returned to main
configuration page. Priority of rule is changed by selecting number in drop-down menu. In this example
number 5 is selected.

4. Establishing of IPSec tunnel is allowed

Firewall has to allow IKE and ESP protocol for IPSec tunnel establishment. If NAT traversal is used one
additional port has to be allowed. All these rules are predefined and they have priorities 10, 11 and 12 in
default firewall configuration (they are named as Allow IPSec tunnels on ppp_0 —protocol, IKE and NATt). As
these rules are already configured it is enough just to enable them to have IPSec passed through firewall.

AW IFSac tunnels an -
. n 5 " ! . , . = .
10 E| Bl o P et yor NPUT | Custom Ezp Anungst | pppa nane any any NEW ACCEPT no Edit Delete
EIES | ;:52 TLI::‘E " yes | meuT |cumem| uoe s00 | eppd | nene any any NEW ACCERT o Edit || Delets
12[+] M;:’c'?_ef é":i‘;m‘ yar | wPUT | cugom | ume s | g nane any any NEW ACCEFT o Edit Delete

Figure 129 - IPSec firewall rules
These three rules are enabled in following way:

- Select EDIT of the rule
- Enable: selected
- SAVE and exit

5. SSH access is allowed from IP range 212.62.38.210-220

New rule should be added by selecting ADD NEW RULE button. Policy should be configured in
following way:

- Rule name: Allow SSH

- Enable: selected

- Chain: INPUT

- Service: Custom

- Protocol: TCP

- Port: Custom; 22

- Input interface: ppp_0

- Source address: Range ; 212.62.38.210 : 212.62.38.220

- Destination address: Any

- Packet state: NEW

- Policy: ACCEPT

After configuration is finished SAVE button should be selected and user is returned to main

configuration page. Priority of rule is changed by selecting number in drop-down menu. In this example
number 6 is selected.

6. WEB access is allowed from 212.62.38.210 IP address
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In default firewall configuration rule for allowing WEB traffic is predefined (rule with priority 4, named
Allow HTTP on ppp_0) This rule can be used in example with additional restriction in source IP address to
212.62.38.210. Policy should be configured in following way:

- Enable: selected
- Source address: Single IP; 212.62.38.210
- All other settings should remain the same like in the picture below

Fireveall Rules {7 [ Hélp

Firewall Ruls Basics

Ruln ramo MlowHTTF o ppp_

Enable =

Flrowall Rula Sotiings

Chain INPUIT v

Service HTTP =

Prasacal TP

Port (]

Input inbesface pep_l -

Output isterfacs

Source address Single - 2126238210
Dlirwerted source address e logic

Distination addrass Any -

el destination address nde lagic

Packet state NEW -

Pulicy ACCERT -

Distibuted Denial 0f Service

O Enable

Maxintum avirage matching rate

Wi initial number of packets 1o match

Figure 130 - Allowing WEB access

After configuration is finished SAVE button should be selected and user is returned to main
configuration page.

7. FTP traffic is allowed

New rule should be added by selecting ADD NEW RULE button. Policy should be configured in
following way:

- Rule name: Allow FTP

- Enable: selected

- Chain: INPUT

- Service: FTP

- Protocol: TCP

- Port: 21

- Input interface: ppp_0

- Source address: Any

- Destination address: Any

- Packet state: NEW

- Policy: ACCEPT

After configuration is finished SAVE button should be selected and user is returned to main
configuration page. Priority of rule is changed by selecting number in drop-down menu. In this example
number 8 is selected.

8. Access from LAN to router is allowed
This is first rule in predefined firewall settings (Allow ALL from local LAN). It is recommended to have

this rule enabled to allow access to management interfaces of the router. As this rules is already configured
it is enough just to enable it to have access to router from LAN:
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- Select EDIT of the rule
- Enable: selected
- SAVE and exit

9. WEB traffic is permitted only to 212.62.38.210 from LAN

This rule is example of traffic filtering in direction from inside to outside. New rule should be added by
selecting ADD NEW RULE button. Policy should be configured in following way:

- Rule name: Allow HTTP from LAN
- Enable: selected

- Chain: FORWARD

- Service: HTTP

- Protocol: TCP

- Port: 80

- Input interface: eth0

- Output interface: ppp_0

- Source address: Any

- Destination address: Any
- Packet state:t NEW

- Policy: ACCEPT

Configuration is shown in following picture:

Firewall Rules

Firewall Rule Basics

Rule name
Enable

Firewall Rule Settings

Chain
Sernice
Protocal

Port

= <[z

A B Bz
B3 | ] E]
RdlES T

& J

=} o

&l

3

< < € 5
=z

Input interface

Output interface ppp_0 =

Source addoss
Inverted source address rule logic

Destination address
Inverted destination address rule lagic

Packet state

Policy ACCEPT =

Distributed Denial Of Service

[ Enable

Iaximum average matching rate l:l I:l

Maximum initial number of packets to match [

’ Back ][ Reload H Save

Figure 131 - Outbound rule for WEB access
After configuration is finished SAVE button should be selected and user is returned to main
configuration page. Priority of rule is changed by selecting number in drop-down menu. In this example
number 9 is selected.

Additionally to these 11 rules two more rules are enabled:

- Allow already established traffic (priority number 2)
- Reject all other traffic (priority number 22)
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After all rules are configured and saved button APPLY RULES in bottom right corner should be selected
to activate traffic filtering.

When all 13 rules from this example is configured firewall should look like this:

Firewall 7| Help

Firewall General Settings

Enable

Firewall Rules

Add Hew Rule
nput Output y Dastination
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Figure 132 - Complete firewall configuration
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SMS management — example

GWR routers can be managed over the SMS messages. Commands from the SMS are executed on
the router with status report sent back to the sender.

On the picture below are settings for SMS management where three mobile phone numbers are
allowed to send commands to the router over first SIM card. In this example management over SIM2 is not
enabled. Please have in mind that router can receive messages only on SIM card which is currently selected.
This information is displayed in WAN settings page, Mobile Status, Current SIM card. SMS service center
number is automatically obtained.

Shorl Message Service

SINT Serings 17 5IMZ Setings
[#] Enable Remete Cortrol [ Enable Remote Cantral

B e st BMEC s dufault SMEC
( ML :
Fhone Nubier 1 +181BIRAIEEEE

Phona Mumber 2 +101549090473
Phone Mumber 3 +J01609459439 Phone Number 3
Phone Mumber 4 Phone Mumber 4

Phone Mumber 5 Phone Number 5

° Fhane Humbes snample: +38180111222

[ retoed ][]
Figure 133 - Configuration page for SMS management

Settings are following:

e Enable Remote Control: Enabled
e Use default SMSC: Enabled
e Phone Number 1,2...5: Allowed phone number

From the mobile phone user can send 6 different commands for router management. Commands are
following;:

1. :PPP-CONNECT

2. :PPP-DISCONNECT

3. :PPP-RECONNECT

4. :PPP-STATUS

Reply to this command is one of four possible states:
- CONNECTING
- CONNECTED, WAN_IP:{WAN IP address}
- DISCONNECTING
- DISCONNECTED

5. :SWITCH-SIM, for changing SIM slot
6 :REBOOQT, for router reboot

After every SMS sent to the router, reply is sent back with status information about SMS received by
the router.
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Keep-alive mechanism works through two simple steps.

First step is STANDARD ping proofing. This ping periodically checks if link is alive. Standard
ping has 4 packets which are sent over the link and if all 4 are returned keep-alive remains in standard ping
proofing mode. If two or more of 4 packets are dropped keep-alive activates ADVANCED ping proofing.

ADVANCED ping proofing is second step in link quality detection. Advanced ping proofing sends
5 ping packets in short period of time and gives statistic how much packets are dropped (for example if 4
packets are dropped, ping lost is 80%). If this value is defined as 100% for example, that means only if all
packets are dropped action will be performed (switch SIM or PPP restart). Value which is entered here
depends on that how many packets can be tolerated to lose on the link. For example if value 60% is entered
2 packets of 5 (40%) are lost, keep-alive is returned to step one (standard ping proofing) with no action
performed. If PPP should be restarted only when all packets are dropped defined value should be 100%.

In following example keepalive is enabled on both SIM cards. Action defined is SWITCH SIM so router will
change SIM card when link failure is detected.
Settings are following:

SIM1

Ping target: 8.8.8.8

Ping interval: 120

Advanced ping interval: 10

Advanced ping wait for response: 5
Maximum number of failed packets: 80
Keepalive action: switch SIM

SIM2

Ping target: 212.62.32.1

Ping interval: 120

Advanced ping interval: 10

Advanced ping wait for response: 5

Maximum number of failed packets: 40 (more restrictive condition compared to SIM1)
Keepalive action: switch SIM

Connection semings

2l Enabile SIM 1 keepabe

P Larggel

g inerval

HERE
120

Advanced ping Interval 10 ser
Advanced ping wait for & response 5. 28
Maximum number of failad packeiz 80 %
Keepalive action Switch SIM - »
FEnable SiM 2 kaspaive
Fing targat 21262321
120
s
] s
] %
switich SIM_ &
ClEnsble SIM 1 data limit
ClEnsble SiM 2 data limit
SiM 1 connection lype A
SiM 2 connaction 1ype At 3

Figure 134 - Configuration page for GSM keepalive
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Apendix

A. How to Achieve Maximum Signal Strength with GWR-I Router?

The best throughput comes from placing the device in an area with the greatest Received Signal
Strength Indicator (RSSI). RSSI is a measurement of the Radio Frequency (RF) signal strength between the
base station and the mobile device, expressed in dBm. The better the signal strength, the less data
retransmission and, therefore, better throughput.

RSSI information is available from several sources:

e The LEDs on the device give a general indication.
e Via the GWR-I Router local user interface.
Signal strength LED indicator:
e -101 or less dBm = Unacceptable (running LED)
e -100 to -91 dBm = Weak (1 LED)
e -90 to -81 dBm = Moderate (2 LED)
e -80to-75dBm = Good (3 LED)
e -74 or better dBm = Excellent (4 LED)
0 is not known or not detectable (running LED).

Antenna placement

Placement can drastically increase the signal strength of a cellular connection. Often times, just
moving the router closer to an exterior window or to another location within the facility can result in
optimum reception.

Another way of increasing throughput is by physically placing the device on the roof of the building
(in an environmentally safe enclosure with proper moisture and lightning protection).

e Simply install the GWR-I Router outside the building and run an RJ-45 Ethernet cable to
your switch located in the building.
e Keep antenna cable away from interferers (AC wiring).

Antenna Options

Once optimum placement is achieved, if signal strength is still not desirable, you can experiment
with different antenna options. Assuming you have tried a standard antenna, next consider:
e Check your antenna connection to ensure it is properly attached.
e High gain antenna, which has higher dBm gain and longer antenna. Many cabled antennas
require a metal ground plane for maximum performance. The ground plane typically
should have a diameter roughly twice the length of the antenna.

NOTE: Another way of optimizing throughput is by sending non-encrypted data through the device.
Application layer encryption or VPN put a heavy toll on bandwidth utilization. For example, IPsec ESP
headers and trailers can add 20-30% or more overhead.
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